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€Embedded Linux
Conference
Europe

SyZ kaller ’ https://github.com/google/syzkaller

Coverage-guided

Uses many kernel debugging features
Kcov
Sanitizers

Fault injectors
Great bug reporting

Syzbot
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Syzkaller: how it works

Syzlang: system call description language

Syzkaller: how it works

resource fd[int32]: -1
resource fd_dir[fd]: AT_FDCWD

open(file ptr[in, filename], flags flags[open_flags], mode flags[open_mode]) fd
opensdir(file ptr[in, filename], flags flags[open_flags], mode flags[open_mode]) fd_dir
close(fd fd)

read(fd fd, buf buffer[out], count len[buf])

open_flags = O_WRONLY, O_RDWR, O_APPEND, FASYNC, O_CLOEXEC, O_CREAT, O_DIRECT,
0_DIRECTORY, O_EXCL, O_LARGEFILE, O_NOATIME, O_NOCTTY, O_NOFOLLOW, O_NONBLOCK, O_PATH,
0_SYNC, O_TRUNC, _ O_TMPFILE

open_mode = S_IRUSR, S_IWUSR, S_IXUSR, S_IRGRP, S_IWGRP, S_IXGRP, S_IROTH, S_IWOTH,
S_IXOTH

Test configuration

VM management
"target": "linux/amd64",
"http": "myhost.com:56741",
"workdir": "/syzkaller/workdir",
"kernel_obj": "/linux/",
"image linux_image/wheezy.img",

" /1inux_image/ssh/id_rsa",
"syzkaller": "/syzkaller",
"disable_syscalls": ["keyctl", "add_key", "request_key"],
"suppressions": ["some known bug"],

scp, ssh

I 1 e nputs
sshd | P

coverage info

Kernel

"kernel": "/linux/arch/x86/boot/bzImage",
"initrd": "linux/initrd"

Running it

$ syzkaller_dir/bin/syz-manager -config=my_config.cfg

3 Copy right 2020 FUJITSU COMPUTER TECHNOLOGIES LIMITED



Fuzzing Linux Driver with Syzkallerig # FUjiTSU

Getting results

ioctl$vimam_VIDIOC_QUERYCAP(OXFFFFFFFFFFFFFFff, 0x80685600, &(x7f0000000160)=(""/16, ""/32, ""/32, 0x0, @vim2m}

r@ = openatSvimm(Oxffffffffffffffoc, &(Ox7f0000000200)="/dev/vim2m\x00', Ox2, OXx0)

ioct1$viman_VIDIOC_QUERYCAP(r@, 0x80685600, &(0x7f0000000240))

r1 = openatSvimam(BxFFFFFFFFFFFFFFOc, &(Ox7fOA0RRO0040)='/dev/vin2m\x00', Bx2, 0X0) Syzbot-

ioc(lSvimZmileIOCiouERYCAP(rl, 0x80685600, &(Gx7f0009006180):(””/16, ””/32, "”/32, oxe, @vimzm})
https://syzkaller.appspot.com/upstream

clock_gettime(0x4, &(0x7f0000000000))
ioct1$vim2m_VIDIOC_QUERYCAP(r1, ©x80685600, &(0x7f0000000080))

/| autogenerated by syzkaller (https://github.com/google/syzkaller)
#define _GNU_SOURCE

#include <endian.h>

uint64_t r[2] = {exfFFFFFffffffffff, exfffffffffffffff};

int main(void) P spi
— of 48¢
syscall(__NR_mmap, Ox1ffffeeeul, ex1ee6ul, 6ul, 6x32ul, -1, 6ul); » spmi ” of 4 1
syscall(__NR_mmap, 0x20000000ul, 0x1000000ul, 7ul, 6x32ul, -1, 6ul); ¥ staging/media/hantro 10% of 1838 tr
syscall(__NR_mmap, 0x21000000ul, ©x1000ul, 6ul, ©x32ul, -1, eul); hantro.h 10% of 20
intptr_t res = 0; hartee s 17" 212 b e s p
syscall(__NR_ioctl, -1, 0x80685600, 0x20000100ul); hantro arv.c ) oI cls r ) t
memcpy( (void*)6x20000200, "/dev/vim2m\000", 11); hantro_g1_h264_dec.c of 201 t t valz format_my € w_f 1
res = syscall(__NR_openat, exffffffffffffffocul, ex20000200ul, 2ul, 6ul); hantro_g1 mpvu,' dec of 107
if (res ! ) PSS i T " 32 raw_vpu_fmt = hantro_get_default_fmt(ctx, false);
hantro_g1_vp8_dec.c of 248 -
hantro_h1_jpeg_enc.c of 60 ¢ R . Sl g
hantro_h264.c of 85 12 ctx->vpu_src_fmt = raw_vpu_fmt;
hantro_jpeg.c of 24 v_Tmt tx fmt
hantro mpeg2.c 25% of 8
:“"““Ll""’[‘”"“* = of 79 20 ctx->vpu_dst_fmt = raw_vpu_fmt;
antro v4l2.¢ 8% of 22 w fmt T x t B
hantro_vp8.c of 17
imx8m_vpu_hw.c - of 21
) C
rk3288 Vpu hw.( of 39 32 hantro_reset fmt(raw_fmt, raw vpu fmt);
rk3399_vpu_hw.c of 39 w Tt e encoded tat-swidth
rk3399_vpu_hw_jpeg_enc.c -— of 69 raw f t ! e t ith;
rk3399_vpu_hw_mpeg2_dec.c f ant 1 tx(ctx
rk3399_vpu_hw_vp8_dec.c of 109 12 hantro_set_fmt_out(ctx, raw_fmt);
e —- 5 e 27,
> tee of 1315 of 273 20 hantro_set_fmt_cap(ctx, raw_fmt);
» thermal of 3094 32
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