How to use Sourcetrail
for kernel analysis

ELISA Workshop Lightening Talks

LA

ENABLING LINUX IN SAFETY APPLICATIONS

Feb. 3, 2021

Naoto Yamaguchi

Doctor of Informatics, Specialist

Software Fundamental Technology Group AUTOMIOTIVE
Application Design Department RADE |

Connected & Sharing Solutions Division
AISIN AW CO.,LTD.

Licensed under CC BY 4.0


http://creativecommons.org/licenses/by/4.0/

What 1s Sourcetrail

- Free and open-source cross-platform source explorer.
- It support C, C++, Java, Python language.

- It can run linux, windows and Mac OS.

; Home Blog Documentation GitHub Become a Patron
Wil

SOURCETRAIL

SOURCETRAI

open-source cross-platform source explorer

Get productive on unfamiliar
source code.

oooooooo

https://www.sourcetrail.com/

m NEWS: Sourcetrail 2020.2 now available for download! Read more g E |_ | S A
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What we can?

- WWe can check call graph and sources by GUI tool.

JO up x|'+'

6 references

_.addressable_upl85 (semaphore.c)
__up_console_sem
seccomp_do_user_notification

seccomp_notify_recv
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. ®
| @ Non—indexed Symbols
—-up

_raw_spin_lock_irgsave

_raw_spin_unlock_irgrestore

¥ D semaphore.c 3 references

semaphore.c

171 [*%

172 * up - release the semaphore

173 * @sem: the semaphore to release

174 *

175 * Release the semaphore. Unlike mutexes, up() may be called from any
176 * context and even by tasks which have never called down().
177 * [

178 | void m{struct semaphore *sem)

179 | {

188 unsigned long flags;

181

182 raw_spin_lock_irg e(&sem->lock, flags);

183 if (likely(Llist_empty(&sem->wait_list)))

184 sem->count++;

185 else

186 __up(sem);

187 raw_spin_unlock_irgrestore(&sem->lock, flags);

188 | }

100 | TSI ;

F,

/* Functions for the contended case */

v [N printk.c 1 reference

__up_coen _se
251 mutex_release(&console_lock_dep_map, 1, 1ip);
252
253 printk_safe_enter_irgsa

M(&console_sem) H
printk_safe_exit_irgrestore(flags);

}

#define up_console_sem() __up_console_sem{_RET_IP_)

[ *
* This is used for debugging the mess that is the VT code by
* keeping track if we have the console semaphore held. It's
* definitely not the perfect debug tool (we don't know if _WE_
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What we can?

- WWe can check call graph and sources by GUI tool.

J (7] _raw_spin_lock_irgsave x |+
> _raw_spin_lock_irqgsave 256 references
¥ [N spinlock.c 3 references
spinlock.c
#endif
#ifndef CONFIG_INLINE_SPIN_LOCK_IRQSAVE
unsigned long __lockfunc BEITEE RGNS RN EENE]( raw_spinlock_t *lock)
{
return __raw_spin_leck_irgsave(lock);
1
EXPORT_SYMBOL{_raw_spin_lock_irqgsave)H
#endif
#ifndef CONFIG_INMLINE_SPIN_LOCK_IRQ
v D async.c 4 references
lowest_in_prog
i 4 async_cookie_t ret = ASYNC_COOKIE_MAX;
{262) (2)

: P Referencing Symbols_l S i | (P Non-indexed Symbols'

oo om

o

87

unsigned long flags;

LRI GT R TG EEEY Rasyne_lock, flags);

if (domain) {
if (!list_empty(&domain->pending))

lowest_in_p

/* 2) remove self from the pending queues */
&async_lock, flags);
list_del_init(&entry->domain_list);
list_del_init(&entry->global_list);

AN /*
- o - * If we're out of memory or if there's too much work
AUTOMATIVE *f-:rend'iﬂg already, we execute synchronously.
GRADE LINUX
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How to use

- Build kernel using bear
- Command: bear make —J8

- ISsue
- When | try to analyze to all of kernel, it's too heavy in my PC.
- | recommend to analyze to partially.
- Command: bear make net/ -J8

- After that
« We can get “compile_commands.json” file.

) ENABLING LINUX IN SAFETY APPLICATIONS
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How to use

- Down load
- https://github.com/CoatiSoftware/Sourcetrail/releases

- Wget
https://github.com/CoatiSoftware/Sourcetrail/releases/download/2020.4.35/
Sourcetrail 2020 4 35 Linux_64bit.tar.gz

. Install
- tar xvzf Sourcetrail 2020 4 35 Linux_64bit.tar.gz
. cd Sourcetralil
. sudo install.sh

- Run
- [opt/sourcetrail/Sourcetrail.sh

AUTOMOTIVE
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How to use

- When we success to run, we can see

this menu.

- Select a “New Project”

AUTOMOTIVE
GRADE

(A (|
SOURCETRAIL

Version 2020.4.35
up-to-date

() Contribute on GitHub
|® Become a Patron

News:

Sourcetrail 2020.2 released!
Features revised tarball package for
Linux and update to LLVM/Clang 10.
download, blog post, changelog

MNew Project

Open Project

Recent Projects:
W

3 linux-test3
Y

= linux-net

linux-kernel

r Er’

™ linux-armé&d

r

™ kernel_test

r

= tutorial

r

= tictactoe_cpp
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How to use

- Input project name and
project location. New Project

General

Source Groups:

« Push “Add Source Group”

i O Ga

Cancel

x Sourcetrail

Overview
Sourcetrail Project .
Name* linux-test-example
SDUI’CEU'HEL??EEEE @ /home/user/test/projects ©
ation
* required

Please add at least one source group to your project. A source group specifies which source
files should be analyzed by Sourcetrail and includes all parameters required to analyze those
source files. A Sourcetrail project may contain multiple source groups, which may be necessary
if you want to analyze source files from different projects that do not share the same
parameters.

Hint: If your project contains source code for multiple build targets, you can add all of those
source files with one single source group as long as they all share the same parameters.

Add Source Group
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How to use
- Select “C”

NEW SOURCE GROUP Type Selection
Crr Source Group Types-C
iy c LN LN
 Select “C/C++ from (CBP)
Compilation Database” — Complaion \C/Ciefen  Sgthion
Python
W

Custom

Empty---ource

e Push “Next” crewe

* recommended
' Cancel
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How to use

- Set existing _ 4 |
“compile_commands.json” at

kernel source. New Project coverion

General Source Group Name* C/C++ from Compilation Database

Source Groups: status () ¥ active
C/C++ from Compilation Databast

Compilation Database

(compile_commands.ison)® ../testaarch&4/linux-5.4.94 /compile_commands.json ©

- Push “Select from
Compl Iatl On Database” Source Filesto Index 354 source files were found in the compilation database.

show source files

Sourcetrail will use all include pgths and compiler flags from the Compilation

Header Files & Directories (3)
to Index

([ ]

®e Brop THes & TOIaers &

Select from Compilation Database

Excluded Files & (3)
Directories
[
+ 1 Co
Cancel Add Source Group Create

Ay g E |_
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How to use

{ ]
Sourcetrail
New Project Overview
. Select from Include Paths 1
General . ) . o 1
The list contains all Include Paths found in the Compilation Database. Red paths do not |
Source Groups: exist. Select the paths containing the header files you want to index with Sourcetrail.
C/C++ from Compilatibnl v . /testaarch64/linux-5.4.94/arch/armé&4/include
v .. /testaarch64/linux-5.4.94/include E
v .. /testaarchB4/linux-5.4.94/net | @
v [opt/poky-wayland/2.4.4/sysroots/xB6_64-pokysdk-linux/usr/lib/aarch64-poky-linu -
from the Compilation
(

=

'show source files

 Push “check all” and ““save”
In sub menu. . ey,

:pilatinn Database

° | I check all I uncheck all check selected uncheck selected
Cancel ;Group Create
n g E |_
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How to use

e Push “Create”

AUTOMOTIVE
GRADE

New Project

General Source Group Name®

Source Groups: Status @
C/C++ from Compilation Databas:

Compilation Database (7)
(compile_commands.json)*

Source Files to Index

Header Files & Directories (7)
to Index

Excluded Files & (3)
Directories

i (1 Co

Cancel

Overview
C/C4++ from Compilation Database
v active
Jtestaarch64/linux-5.4.94/compile_commands.json D)

Sourcetrail will use all include paths and compiler flags from the Compilation
Database and stay up-to-date with changes on refresh.

354 source files were found in the compilation database.

show source files

../testaarch&4/linux-5.4.94/arch/arm&4/include -
./testaarch64/linux-5.4.94/include ®
./testaarch64/linux-5.4.94/net S

inux/usr/lib/ aarch64—pcky—linux,fgcc,faarc:hSd-—pok',r—ll'nux.u"?..?r.ﬂ.-’includel @

®0 Dro Files & Folders /

Select from Compilation Database

Add Source Group
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How to use

- Push “Start” and waiting, waiting, waiting....

Start Indexing

Source files to index: 354

Indexing Files

Finish Indexing
Mode: @

94% Progress
333/354 Files

st/testaarch64/linux-5.4.94 /net/wirele: 5.

Saving
60 E @) Remaining Data

Q All files

(_Cancel )

_

Finished Indexing
Source files indexed: 354/354

af. Total files completed: 1591/1594
\ Time: 00:08:42

60 Errors (B
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How to use
- \We can analyze to kernel.

Sourcetrail - linux-test-example.srckrlprj
| o overview x | +
> overview A »  Oreferences G
v [ linux-test-example o
: i last indexed: 2021-02-03 22:21:37
O (L
: Files
ol D y 1594 files (1591 complete)
= (30100) 737631 lines of code
# Macros
(a9 2135384 symbols
Structs 108163371 references
X (44) 60 errors (0 fatal)
Unions
(1813786
Functions B
(7588)
Global Variables
(i)
B Typedefs
(1622)
[ Enums
Status Errors | (%]
Type Message File Line | Indexed Translation Unit
1 . . /home/user/test/testaarch64/linux-5.4.94/ /home/user/test/testaarch64/linux-
® ERROR |unknown register name "x0" in asm arch/arm64/include/asm/atomic_lse.h 364 |yes net/9p/protocol.c
2| @ ERROR |unknown rasister name "0 in asm /home/user/test/testaarch64/linux-5.4.94/ |age | yne /home/user/test]testaarch64/linux:
V| Fatals | Errors | Fatals in non-indexed files | Errors in non-indexed files @ displaying 60 errors | # Edit Project
| No IDE connected | ® 60 errors

Finished indexing: 354/354 source files indexed; 00:08:42; 60 errors
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How to use
- \We can analyze to kernel.

Sourcetrail - linux-test-example.srckrlprj

| o overview x | +
> overview A »  Oreferences G
v [ linux-test-example o
Sourcetrail - linux-test-example.srctrlprj
(1594
- © F'i'lt;\é - i L overview x| +
ol y
: (30100) > overview A v Oreferences G
# Macros
— ¥ / linux-test-example o
(5394
Structs
) last indexed: 2021-02-03 22:21:37
(44 -
Unions Fil
- I o2 = 1594 files (1591 complete)
Fun<t1.;\£i13?8§" 737631 lines of code
(7588) 5 5 M..
Global Variables = 2135384 symbols
(489) B slevel-fixup.h [ mpls.h 101632371 references
B Typedefs
(a23) 6 [ mroute.h 60 errors (@ fatal)
P Enums
[ &lowpan.h [ mroute.h
9 O mrouteé.h
Status Errors | B o.h [ mroute6.h
Type Message
B o-h [ mroute_base.h
1/ ® ERROR |unknown register name "x0" in asm
2| @ FRROR |unknown register name "x0" in asm A O mrp.c
v| Fatals v Errors ¥ Fatals in non-indexed files V| Errors in non-inde Status Errors | (x]
Finished indexing: 354/354 source files indexed; 00:08:42; 60 errors Type Message File Line | Indexed Translation Unit
1 ; P, /home/user/test/testaarch64/linux-5.4.94/ /home/user/test/testaarch64/ linux-
® ERROR |unknown register name "x0" in asm arch/arm64/include/asm/atomic_lse.h 364 |yes net/9p/protocol.c
/home/user/test/testaarch64/linux-5.4.94/ |qzc |, 0c /home/user/test/testaarch64/linux-

2 & FRROR |nnknown registar name "x0" in asm

~ ! V| Fatals V| Errors V| Fatals in non-indexed files V| Errors in non-indexed files @ displaying 60 errors | / Edit Project
- - Finished indexing: 354/354 source files indexed; 00:08:42; 60 errors | Mo IDE connected | ® 60 errors
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How to use
- \We can analyze to kernel.

| ® up x|+
> up 6 references G
A D semaphore.c 3 references o
semaphore.c
171 xS
172 * up - release the semaphore
173 * @sem: the semaphore to release
174 *
175 * Release the semaphore. Unlike mutexes, up() may be called from any
* context and even by tasks which have never called down().
void m{struct semaphore *sem)
{
unsigned long flags;
raw_spin_lock_irgsave(&sem->lock, flags);
if (Likely(list v (&sem->wait_list)))
sem—>count++;
) else
__addressable_upl85 (semaphore.c ( . g __up(sem);
. : e ' | & Non-indexed Symbo‘l..s__ I':!'u'_':r."'il'\_._.nl:)"_'K_'i":\"E‘STIZ"'E‘(&SE‘ITI-)‘LOCK, flags);
__up_consale_sem !
(ve) ==t EXPORT_SYMBOL[{up)§]

seccomp_do_user_notification

_raw_spin_lock_irgsave
seccomp_notify_recv /* Functions for the contended case */

_raw_spin_unlock_irgrestore

¥ [N printk.c 1 reference o
__up_console_sem

mutex_release(&console_lock_dep_map, 1, 1ip);

printk_safe_enter_irgsave(flags);

mt&console_sem) H

printk_safe_exit_irqrestore(flags);
}

#define up_console_sem() __up_console_sem(_RET_IP_)

* This is used for debugging the mess that is the VT code by
* keeping track if we have the console semaphore held. It's

m + definitely not the perfect debug tool (we don't know if _WE_ g E |_| SA
- . -
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How to use

- We can analyze to kernel.

JC‘ _raw_spin_lock_irgsave

> _raw_spin_Llock_irqsave

256 references

: P Referencing Symbuf;l

_raw_spin_lock_irgsave

@
| P Non-indexed Symbols

¥ [N spinlock.c 3 references

#ifndef CONFIG_INLIME_SPIN_LOCK_IRQSAVE

unsigned long __ lockfunc EEURERUMMETESRNGEEVE raw_spinlock_t *lock)
{

return __raw_spin_lock_irgs

}
EXPORT_SYMBOL{_raw_spin_lock_irgsave|l

#endif

#ifndef CONFIG_INLINE_SPIN_LOCK_IRQ

v D async.c 4 references

lowest_in_progr

I

async_cookie_t ret = ASYNC_COOKIE_MAX;
unsigned long flags;

LRI GTS IR G EEWEY &async_lock, flags);

if (domain) {
if (!list_empty(&domain->pending))

85

f/* 2) remove self from the pending queues */
&async lock, flags):

1 1n'|k(&entry >domain_list);

list LJ 1_init(&entry->global_list);

137
ymain
75 ‘,-'w
176 * If we're out of memory or if there's too much work
177 * pending already, we execute synchreonously.
175 oyl
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Conclusion
- This lightning talk shown “How to use Sourcetrail for kernel analysis".

- This tool is good solution for source code analysis with GUI.

- On the other hand, this tool iIs too heavy for all kernel source code
analysis... | recommend to analyze to partially such as kernel/, net/, etc...

- This tool can analyze in cross environment. | success to analyze arm64
kernel in x86_ 64 PC.

- When you want to_t&y, It only require to create the "compile_commands.json" file
by kernel cross building.
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Thanks!

When you have a question, please send mail to mailing-lists.
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