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o X HWEME TS —1—R%4 —ZX—E [Internal processing error use-case list]

rpc_library [rpc_library]

WREMEE [Functional overview]

Faiz-v MNEE]
a=vy h4[Unit Name] aAv R —% > b Z[Component 2=y MEZE[Description] *—+—51 L% kY [Owner Dir]
Name]
rpc_library OtherService TOTSLDBRDOT KL RE/BIC  rpc

HEZYTIN—F U PFREERITT
LT EAETRICT DHBERIRET
%,

rpc_library provides to help the
program to run the subroutine or
process in other address space.

TOUSLDSRDOT RLAEEICHZ Y T —FUPFREERITTEIEATREICT DHERIRMT 5,
librpcldRemote Procedure CallD#RE % 1Rt 3,

RPC(Remote Procedure Call) 54 75 ) i&, LinuxA—¥ 7O REMICHEET 27055 LT )V 5—>av, IRLIZT7. TRN4RARS
A NRE)EDAPI -V EE A RIET 25D TH B,

APIERIT 2AEY —/N APIZFIATZ2REISA 7Y Y, MTOTSLBEVDARY MFSICASZ” Ty ROy 07 REEREI S
BWESICT B, 27OV FLBOY =N V547V NORMRIBEAABEEE L. BIFRICEZ ShBRVWI & ET 3,

H27OTZ LAY, TOVFLBICHLTEY—NERY, TOVFLCICHLTIZFAIT Y MNERDIEIZTRETH S,
APIO—)LiE, TRTEBNTH S, BI5. —NAITOREANTT LIWENBRSZET. 773477 MUICRBIEHIRES AL,
H—RNAITRLATIS—2—RERORVE) . ZOXFEIF1 TV MRS,

librpcD@fEIE. INETR XA Y DF—4 95 A(UDP)EFIAT %,

IIAT Y MIY—N\DRBTZAPIZO—INTBIET, Y—NOWEEZRBTEIENTED, V517V ME BROY—/DAPIZFIA
TBHIENTE S,

H—NEISAT Y MDNODAPIT—LEZRIFNIT. BERSNCLEZITVWISAT Y MIBEREZBAY 2, T—/NE BROIZA4 TV b D
5DAPIA—)L &G, IRRWLEBTHIENTE D,

rpc_library provides to help the program to run the subroutine or process in other address space.
librpc provides Remote Procedure Call function.

RPC(Remote Procedure Call) library provides API call function among the programs(application, middle ware, device driver etc) in Linux
user process space

Server provides APl and Client uses API. To avoid the deadlock state in which both programs wait for each other's event, the relation
between Server and Client is the single direction and is not be changed during operation.

Program A can be Server for Program B, and can be Client for Program C at the same time.
All API calls are synchronous. That is, APl doesn't return the response until Server side processing will be finished.
Error code(function return value) occurred on Server side is returned to Client side.

Communication by librpc uses UDP(User Datagram Protocol).
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Client can use Server side function by calling APl which Server side provides. Client can use APIs of several Servers.

Server receives APl calls from Client and runs them, then returns the results to Client. Server can receives APl calls from several Clients
and run them sequentially.

2HBRELUTICRT,

Overall structure is as follows.

H—MUF HE O T A “E!'&fﬁ’r‘-'i"?ﬁg,;ﬁ“ 25107 MBI HFHOTOE A
Server side user process T ; ' Client side user process
r_ ': Socket for receiving API r_ ':
| I reguest | I
| | Datagram(UDP) | :
| A AL R 1 | A AL B ]
: (rpeth—23A442) I i : (pe# 347wk I
I / Main thread | I / Main thread |
I (TpC sever main) [ i : (rpc client) [
I I
| I | I
! I ! I
! I ! I
: e P : | :
| W7~ A AL HTE I i
| / Pipe / Pipe I | I
| sub — main main - sub I 1 I
I I
! I ! I
| I | I
I ! I !
i A ALK . | |
| (rpecth—73tt7) I | I
i / Sub thread ! ) i |
| (rpc server sub) 1 | i
: I REALFE A : I
i | ARU=A(TCPIP) | |
\ r ! \ s

Authentication socket
stream({TCPR/P)

E. 245 F [Entire configuration diagram]

HSREEEHA [Function detail]

RPCZ A 75 ) ERRA - &7
RPC library start and end.
Y= U547 e, RPCIA TS OBEELFRATRESE 5700, FRARBUREEITILENH D,
H#—/\I%, RPC_IDZIEE L THIALE%TTI. RPC_IDEH SN LDEY—/N - U547V MIEEMICEIWVETONEEDEEET .

librpcBIEANREICA > /=FFICIE, RPC_IDBICHERBRTAE%ITI, ThIZ& Y, librpcBERICHEERLEXEY YT Y NEBRYT 5,
A%, Z®RPC_ID%FHW/=RPCREBIEDHAERIF BRI TREE T 5,

Both Server and Client have to perform start processing to use RPC library function.
Server specifies RPC_ID and performs start processing. RPC_ID which is assigned in advance for Server and Client must be specified.

When the communication for librpc is not necessary, end processing will be done for each RPC_ID. Allocated memory and socket for
libroc communication will be released.

After end processing, RPC communication function by using that RPC_ID will not be available anymore.

APIT—IL(7 54 7> MM,
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API Call(Client side).

HY—RORBTDAPIZ IS4 TV MHSHOHY., BRIVCHLER. 75147V MEELENAY 7 7L —AIQORBERERIAL T
B ZENTRETH D,

H—RADNA R MEBREDHZE IR, WHT DAPIBEENEEICERITSND, Y=/ MITOT 5 LDA XY MEFEREBICAWEE. AP
A—lBFa—IrTSh, RICARY MFLICR > R TAPIE#NEITE N D,

H—RAIDAPIBBETIRT T2HT, 774 Y MUCIEEEIRS AWV,

APl provided from Server side is called by Client. Like function call, APl can return the Server side processing result to the buffer
specified by Client.

When Server waits for the event, APl function is executed immediately. When Server side program doesn't wait for the event, API call
is cued.

Function details of this guide are as follows.

The control does not return to Client until Server side API processing will be finished.
APIO—)LY) 7 TR b DAER(H—/ ),
API call request processing(Server side).

9747 MHSIERABFICY VTR NENZAPIO—IVY VTR NEWEBT Z728, H—/NEAPIO—I)LY VT A NDEREAZHET 5/2HD
T7ANT AR TYOWMBUNE, Fa—YFEINEAPIO—IL) VTR MOETUEEZAWNTIT,

librpcFIBEIEY—NEISA TV MDRENCDITOND, Y—/\0 5472 MibrpcDBERIETERDORY TH 3,

To process API call requested by Client asynchronously, after Server gets the file descriptor to judge whether there is the request of
RPC-API call or not, run the API call cued.

The roles of User of librpc are Server and Client. The relation between Server and Client is as follows.
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| :librpe | | : Auto Make API | | s client

| | ce .
| 1: start server() <<create>>

1.1: create thread()

po=======—too3 :rpc sub thread

2: cHen|t start()

K |
[ | <
! | Lr[ |
! 1 T >
[ | [ |
\ | \ |
\ | \ |
[ | [ |
3: get fd() | | |
» j | | _ 41:RPC_API_callp) ! 4irequest(
,,,,,,,,,,,, |
: Polling() | | : socket()
Tiﬁi \ |
\ |
| | :connect()
—|r } ! 4.1.2.1: connect()
| | 6:accept()
| | |
| | 6.1:accept()
| \
| \ B s send()
| [ B
| ‘ L] 4.1.3.1:request()
: } u\ T:recv()
| \
Detect packet arrival with fd 'ﬁ |
. \ ]
| 8: Request fobr processing request() D‘l
é.‘\ :request()
T |
777777777777 Tif*f*fi*f*fi*f*fé 82'5|end()
‘ 8.2.7:result()
‘ : recv()
\ = L
€ —————— — — —_——— e e =
[ |
| | N >
T | | | e >

librpcDFAE IElibrpch Bt 2 Y — 23— RERY —Ib(rpc_apidef)Z AW T, librpc®FIBEDISA TV hS54 75 2R T %,
librpcFIF#E. librpc. BEIAERI— NORBERE NEBFEIT TEORY TH 3,

User of librpc needs to create client library by using source code generator named rpc_apidef. The relation between User of librpc
and librpc and source code generator is as follows.
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Client library

rpc USer's
library source

Automatically generated source group

~a

librpc #-} *XX_api_stub.c ¥00_api.h

()
T X i XxX.api

librpe — P 00 srvr_stub.c *x_srvr.h

A

rpc user's Definition API
Server source source
server

Drpc_apidefTY — XD BEEIERE1TD
@Y —NELTRPCZ1 73 2ERARKL. FDERSL. EXEZ/FLERITD .
®VZ4T7 Y NELTRPCTA TS A ERABAT S
@ORPCHIAEY —/N\ADOUEBEREITD .
@FDTCUEBERAHRE LRPCS A 7F JICMEBRTEREITD .
@@RPCZ A 7ZYRATERICHE L LEBETS
X : HTCP/UDPTY 7 v M#EE%TTD Socket communication by TCP/UDP appropriately.
(DGenerate source code by rpc_apidef..
(@Server starts start processing, gets FD and waits for the request.
(BClient starts start processing..
@®Request the processing to RPC User's Server.
BDetect the processing requested by FD and request the processing to RPC library.
@®Perform the processing according to the request via RPC library
X : Socket communication by TCP/UDP appropriately.
AUNit TIRA§ 2 HEEDFHFME LT ICRY,

Function details of this guide are as follows.

No HeeDTESE [Type] 8% [Functions]
1 RPCZ 4 73 Y (EFARERDILE Y —/\EEN(FREEDH V) /Start secure server
H—/\iBENEREEAR L) /Start server 754
Start RPC library 7 v Ni&BE) /Start client
2 T4 LT NEFEORE (Y —/ V) Y4 LT NEBODERE /Set the timeout's
seconds

Set the timeout's seconds (run in server)
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FREEEER(UID, GID) D&% /ENS (T —/ V)
Regist/Get the credential(UID,GID) (run in
server)

RPCH — /R DENFREERERR(V 54 7 > M)
Get the RPC server's status (run in client)
APIT— )L DT & NI

Call/Process the server's AP|

RPCS 4 73 ) (#7012

RPC library end

Y 7 b9 7H#RKE [software block]

UFICY I MY THEEERY,

Software block is as follows.

SREFEER(UID, GID) D& % /Regist the
credential(UID,GID)

SREFEER(UID, GID)DELE /Get the
client'credential(UID,GID)

RPCH —/XDENFIREEFESR /Get the RPC
server's status
I— ¥ ) v /Mashall arguments

=y YV TEXAE) ORR /Free the
memory malloced in mashall

B|#fZ#T /Demashall arguments
APIO—JLDEFT /Call the server's API
FDEXS /Get FD

APIO—)LA0E /Process the APl call

APIO—JLALIB DERER /Record the API call
log

RPCZ 4 75 ) {ER T /RPC library
end

70+ 2T EEDEFIcleanup /Force to
clean up when process is over
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cmp external component )

rpc_library_API

<<lib>>
rpc_library

common_library_API

#R: 94—y bhbazZv b FEB: A=Y b

legend of above) Yellow:target units Blue:outside units

A—R—R EAPI—E, [use-case and APl lists]

rpc_libraryd 1 —R 5 —2A—E%REHT 5,

Describe use-case list of rpc_library.

NAEER 21— R4 —RA—%R/outside factor use-case list]

. HEBBEF T — X o — 2 —E [outside factor use-case list]

A—R—RESF [use-case
number]

rpc_library_StartRPC_001

rpc_library_StartRPC_002
rpc_library_StartRPC_003

rpc_library_SetAPITimeout_001

HHEH 5TV [function category]

RPCS 4 75 1) (E FARAMAILIE

Start RPC library

&4 LTI NEBDRTE(H —/ V)

Set the timeout's time (call by
server)

1—R4—2R% [use-case name]
H—/\EN(FREESH V) ) /Start secure
server

Y —/\i#2EN(FREE7#R L) /Start server
724 7 NiEgEh /Start client

&4 LT MNEBDRE /Set the
timeout's time

21—RT—R%ERRT BAPI [API
that realizes use-case]

RPC_START_SECURE_SERVER

RPC_START_SERVER
RPC_START_CLIENT
RPC_START_SECURE_SERVER
RPC_START_SERVER

RPC_set_API_timeout
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rpc_library_RegistAndGetCredentia E2EE1E#R(UID, GID) D& £%/EN1S SRELIIEHR(UID, GID)D&E 4% /Regist ~ RPC_START_SECURE_SERVER
1_001 (H—/348l) the credential(UID,GID)
RPC_START_SERVER
Regist and get the credential(UID,
GID) (call by server) RPC_regist_credential

rpc_library_RegistAndGetCredentia EREEEHR(UID, GID)DERTS /Get the  RPC_START_SECURE_SERVER
1_002 client'credential(UID,GID)
RPC_START_SERVER

RPC_get_client_credential

rpc_library_GetServerStatus_001 RPCH —/\DEIEINEEREER(V 54 7 RPCH—/\OBEIREEFEER /Get the RPC_START_CLIENT
> MED RPC server's status RPC_is_server_ready

Get the RPC server's status (call by
client)

rpc_library_CallAndProcessAPI_001 APIO—)L(DR1T & M2 X—=> %Y /Mashall RPC_marshall_arguments
arguments
Call and process the server's API
rpc_library_CallAndProcessAPI_002 I—Yv YU TRAXE) ORI /Fre  RPC_marshall_arguments
e the memory malloced in mashall
RPC_marshall_free

rpc_library_CallAndProcessAPI_003 5| 8# 4 /Demashall arguments RPC_marshall_arguments
RPC_demarshall_arguments
rpc_library_CallAndProcessAPI_004 APIO— )LD REIT /Call the server's RPC_START_CLIENT
s RPC_marshall_arguments
RPC_API_call
RPC_free_return_string

rpc_library_CallAndProcessAPI_005 FDEX1S /Get FD RPC_START_SECURE_SERVER

RPC_START_SERVER

RPC_get_fd
rpc_library_CallAndProcessAPI_006 APIO—)LDALEE /Process the APl RPC_START_SECURE_SERVER
call
RPC_START_SERVER
RPC_get_fd
RPC_process_API_request
RPC_demarshall_arguments
RPC_marshall_arguments
RPC_marshall_free
rpc_library_CallAndProcessAPI_007 APIO—)LALEB DEEE% /Record the RPC_START_CLIENT
API call log
RPC_marshall_arguments
RPC_API_call
RPC_record_dbg_log
RPC_free_return_string
rpc_library_EndRPC_001 RPCS A 75 ) {E AR T L RPCS A 75 1) MM THE /RPC  RPC_START_SECURE_SERVER
library end
RPC library end RPC_START_SERVER
RPC_START_CLIENT
RPC_end
rpc_library_EndRPC_002 70+t AR T B D& cleanup /For RPC_START_SECURE_SERVER
ce to clean up when process is
over RPC_START_SERVER

RPC_START_CLIENT

RPC_end_all

REAE T 5—a1—R 4 —R—E/internal processing error use-case list]
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= WEBMET 5 —1— r— X —E [Internal processing error use-case list]

IS—&S
[error number]

rpc_library_StartRPC_Error_
001

rpc_library_StartRPC_Error_
002

rpc_library_StartRPC_Error_
003

rpc_library_StartRPC_Error_
004

rpc_library_StartRPC_Error_
005

rpc_library_StartRPC_Error_
006

rpc_library_StartRPC_Error_
007

rpc_library_StartRPC_Error_
008

rpc_library_StartRPC_Error_
009

rpc_library_StartRPC_Error_
010

rpc_library_StartRPC_Error_
011

rpc_library_StartRPC_Error_
012

rpc_library_StartRPC_Error_
013

rpc_library_StartRPC_Error_
014

rpc_library_StartRPC_Error_
015

rpc_library_StartRPC_Error_
016

rpc_library_StartRPC_Error_
017

RPC_set_API_timeout_Error
_001~012

RPC_set_API_timeout_Error
_013

RPC_set_API_timeout_Error
_014

RPC_set_API_timeout_Error
_015

rpc_library_RegistAndGetCr
edential_Error_001~012

rpc_library_RegistAndGetCr
edential_Error_013

rpc_library_RegistAndGetCr
edential_Error_014

HWeEhT TV
[function category]
RPCS 4 75 ) fE ARAALE

Start RPC library

§4 LT NERIDRE
(F—/3)

Set the timeout's time (call
by server)

SREFIEER(UID, GID) D& 8%/
S (H—/ Al

Regist and get the
credential(UID,GID) (call
by server)

dA—RT—R%
[use-case name]

RPC_START_SECURE_SERV
ER Info Create Fail

RPC_START_SECURE_SERV
ER RPC Start Already Issue

RPC_START_SECURE_SERV
ER Area Get Fail

RPC_START_SECURE_SERV
ER Socket Create Fail

RPC_START_SECURE_SERV
ER Socket Assign Fail

RPC_START_SECURE_SERV
ER Pipe Create Fail

RPC_START_SERVER Info
Create Fail

RPC_START_SERVER RPC
Start Already Issue

RPC_START_SERVER Area
Get Fail

RPC_START_SERVER
Socket Create Fail

RPC_START_SERVER
Socket Assign Fail

RPC_START_SERVER
Create Fail

RPC_START_CLIENT RPC
Library Info Get Error

RPC_START_CLIENT ID
Info Area Get Error

RPC_START_CLIENT
Socket Create Fail

RPC_START_CLIENT
Socket Assign Fail

RPC_START_CLIENT
Socket Name Get Fail

rpc_library_StartRPC_Error_
001~012&: A%

RPC_set_API_timeout RPC
Library Info Get Error

RPC_set_API_timeoutl
Server ID Info Not Exist

RPC_set_API_timeout API
Call Receive Info Not Exist

rpc_library_StartRPC_Error_
001~012& A%

RPC_regist_credential RPC
Library Info Get Error

RPC_regist_credential
Server ID Info Not Exist
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RY#E
[return value]

RPC_ERR _Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

ik

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

mAE

RPC_ERR_Fatal

RPC_ERR_Fatal

]
[notes]

RPC_START_SECURE_SERV
ERTCIBMAERICKM L 715
PAN

[=]

RPC_START_SECURE_SERV
ERTELICRPC_starth' H473%
HDBE

RPC_START_SECURE_SERV
ERTHREHRRICKB L 1235
AN

[=]

RPC_START_SECURE_SERV
ERTY 7 v bDERICKK
L7=5%&

RPC_START_SECURE_SERV
ERTY 4 v bDEIY HTIC
KB L=BE

RPC_START_SECURE_SERV
ERT/XM TOERMICKB L

-%a

RPC_START_SERVERTI&E#R
ERICKB LGS

RPC_START_SERVERTEEIC
RPC_start ' ®EITEHDIFE

RPC_START_SERVER C##ig
FefRICKR L1235 E

RPC_START_SERVERT Y
Ty MDERICKBL B
RPC_START_SERVERT Y
Ty ORI HTICKRELE

Eor=)

RPC_START_SERVERT/SA
TOEBRICKB L IIBE

RPC_START_CLIENTTHZR
Ly RErpcZ 1 75 1) 158
BEBICKkBLEE

RPC_START_CLIENTTID{&
HROBERRICKB L BE

RPC_START_CLIENTT Y
Ty NDEMRICKBLZIEE

RPC_START_CLIENTT# v
NOEDERGRS: Wt )

RPC_START_CLIENTT VY

7 NADBIFICKRER L5
&

Rz

BALvY RBrpcs14 735
BRMGICKRE L BE
Y—N—idERHNFEL AL

BE

APIT—ILZ F {F T B D 7=
HDEERHFE L BWNIGE

Eip:3

BRLvY KBrpco1473Y
BRIMBICKB LI5S
Y—N—idERHSEFEL AL

BE

© TOYOTA MOTOR CORPORATION



rpc_library_RegistAndGetCr
edential_Error_015

rpc_library_RegistAndGetCr
edential_Error_016

rpc_library_RegistAndGetCr
edential_Error_017

rpc_library_RegistAndGetCr
edential_Error_018

rpc_library_RegistAndGetCr
edential_Error_019

rpc_library_RegistAndGetCr
edential_Error_020

rpc_library_RegistAndGetCr
edential_Error_021

rpc_library_RegistAndGetCr
edential_Error_022

rpc_library_RegistAndGetCr
edential_Error_023

rpc_library_GetServerStatus
_Error_001~005

rpc_library_CallAndProcess
API_Error_001~017

rpc_library_CallAndProcess
API_Error_018

rpc_library_CallAndProcess
API_Error_019

rpc_library_CallAndProcess
API_Error_020

rpc_library_CallAndProcess
API_Error_021

rpc_library_CallAndProcess
API_Error_022

rpc_library_CallAndProcess
API_Error_023

rpc_library_CallAndProcess
API_Error_024

rpc_library_CallAndProcess
API_Error_025

rpc_library_CallAndProcess
API_Error_026

rpc_library_CallAndProcess
API_Error_027

rpc_library_CallAndProcess
API_Error_028

rpc_library_CallAndProcess
API_Error_029

rpc_library_CallAndProcess
API_Error_030

rpc_library_CallAndProcess
API_Error_031

RPCH — /R DENEIRERESR
(V247> M)

Get the RPC server's status
(call by client)

APIO— )L DRIT & 0B

Call and process the
server's API

RPC_regist_credential API
Call Receive Info Not Exist

RPC_regist_credentiall
Client Check Unnecessary

RPC_regist_credential
Certification Info Already
Registrated

RPC_regist_credential
Memory Area Get Error

RPC_get_client_credential
Server ID Info Not Exist

RPC_get_client_credential
API Call Receive Info Not
Exist

RPC_get_client_credential
Client Check Unnecessary

RPC_get_client_credential
Running Client Not Exist

RPC_get_client_credential
Running Client Info
Unmatched

rpc_library_StartRPC_Error_
013~017 &A%

rpc_library_StartRPC_Error_
001~017: A%

RPC_marshall_arguments
Work Area Get Fail

RPC_marshall_arguments
Msg Buffer Get Fail

RPC_API_call RPC Library
Info Get Error

RPC_API_call RPC Library
Info Create Error

RPC_API_call RPC ID Info
Not Exist

RPC_API_call Initial Cert
Data Receive Fail

RPC_API_call Initial Cert
Received Data Analysis Fail

RPC_API_call Initial Cert
Unexpected Command

RPC_API_call Initial Cert
API Call Error

RPC_API_call Execute Req
Data Receive Fail

RPC_API_call Execute Req
Received Data Analysis Fail

RPC_API_call Execute Req
Unexpected Command

RPC_API_call Execute Req
API Call Error

RPC_API_call Execute Req
Server Response Error
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RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

mAE

ik

NULL

NULL

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal
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v NREEF Ty O
A

SIS
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THRDI ATV MHEL

Sa

op

EITHDI Z4 7 v MERHK
L LDGAE

Gk

RZE

marshall 7 — 7 {85 FEIR I &
BL7=BE

THMBBOA Yy E—I Ry 77
DIEFHRICKBLIBE
BXL v RArpcZ173Y
BHRIBICKRR L BE

B2ZLvY KBrpcZ14 73
BRERICKB L BE

RPCHIDIEHRMFEL 2
BE
WERERFICH — 1D 5D
F—IZEICKBLEBA
VBRI ICRET — 9 DR
MICKBE L2154

VIEEREE S IC ZENE N HFF
LAanwa< Yy RDgae
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APII— LI S5—DHE

APULIBZEREF I —/ 30
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DEFICKBLIZBE
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rpc_library_CallAndProcess
API_Error_032

rpc_library_CallAndProcess
API_Error_033

rpc_library_CallAndProcess
API_Error_034

rpc_library_CallAndProcess
API_Error_035

rpc_library_CallAndProcess
API_Error_036

rpc_library_CallAndProcess
API_Error_037

rpc_library_CallAndProcess
API_Error_038

rpc_library_CallAndProcess
API_Error_039

rpc_library_CallAndProcess
API_Error_040

rpc_library_CallAndProcess
API_Error_041

rpc_library_CallAndProcess
API_Error_042

rpc_library_CallAndProcess
API_Error_043

rpc_library_CallAndProcess
API_Error_044

rpc_library_CallAndProcess
API_Error_045

rpc_library_CallAndProcess
API_Error_046

rpc_library_CallAndProcess
API_Error_047

rpc_library_CallAndProcess
API_Error_048

RPC_API_call Server Stop

RPC_API_call Initial Cert
Send UDP Packet Fail

RPC_API_call Initial Cert
Response Time Out

RPC_API_call Execute Req
Send UDP Packet Fail

RPC_API_call Execute Req
Response Time Out

RPC_API_call Initial Cert
API Call Queue Overflow

RPC_API_calll Execute Req
API Call Queue Overflow

RPC_API_call Initial Cert
Server Deadlock

RPC_API_calll Execute Req
Server Deadlock

RPC_API_call Receive
Result Server Deadlock

RPC_API_call Initial Cert
Certification NG

RPC_get_fd RPC Library
Info Get Error

RPC_get_fd Sub Thread
Not Exist

RPC_process_API_request
RPC Library Info Get Error

RPC_process_API_request
Sub Thread Not Exist

RPC_process_API_request
Send UDP Packet Fail

RPC_process_API_request
Client API Execute Error

RPC_ERR_Fatal

RPC_ERR_No_Response

RPC_ERR_No_Response

RPC_ERR_No_Response

RPC_ERR_No_Response

RPC_ERR_Busy

RPC_ERR_Busy

RPC_ERR_Server_DeadlLock

RPC_ERR_Server_DeadlLock

RPC_ERR_Server_DeadlLock

RPC_ERR_Reject_connect

RPC_ERR _Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

RPC_ERR_Fatal

PR BT LEBE

HEEREEFICUDP/R T v b
REEICKB LSS

AEIEREEEF IS — DS DG
BETHIALTIMDRELE

Eor=

APIALIZZE K (CUDP/X /T
MEEICKRERLBE

APILIREREFICH — /D 5
DRETYA LTI MNIFEE
L7=3B&

WEIEREERFIC Y — /IS ED
APIO—)LF¥ 1 —BNnDHE

APILERESREFICH — /NGB
MAPIT—)L ¥ 1 —ah DB
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HIEEREERF IC H — /N IRE D
Tv ROy I DigsE
APILERE REFICH — /&
A7y KOy oI DFE
MIBFERZERFICY —/NIGE
A7y ROy I DIFE
HEISREERE 1=t — /N AR
SENGODIBE

BARLvY KBrpcs1473Y
ERIBICKRR LI5S

RPCH 7L v ROEELAR
WIgE

BRLvY KBrpco14 73
EHRMEBICKB L BE

RPCH TR L v RO TFEL A
WigE

UDP/R/r vy MEERDIG
Pas

(=]

75472 M5 DAPISLE
NIZ—%BTIHE

d1— R4 —2Arpc_library_StartRPC_001 [use-case rpc_library_StartRPC_001]

BEE [Overview]

RPC-APIDH—/NTO45 S LADRPCT A 75 ) FERBKNMIEA T BAICERT S, GREHY)

Calling this function when RPC_API's server program start to use the RPC library.(Need secure check)

¥ —4 v R [Sequence]
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sd H—/VERE)(EFRALHY) / Start secure Server)

server : rrpc_library : common_li
serviceA

|
|
|
| 1: RPC_START_SECURE_SERVER()

|
|
|
|
> I

1.7: CL_MonitorInit()

Y ———— F R Sy—— ﬁ

| 2: CL_MonitorGetEntry()

) g~ ppp——— m

RPC_OK: IEE# T /success
RPC_ERR_Fatal: BEH T (FATAL) /error(FATAL)

| librpc will ignore the return value of libcommon.
| *3

| 0: IE# /success

| -1: B¥ /others:error

*2) |
librpcldlibcommon® EYEEHEIR T2 :
|
|
|
|

d1— R4 —2Arpc_library_StartRPC_002[use-case rpc_library_StartRPC_002]

BEE [Overview]
RPC-APIDH—//NT 0455 LADRPCS A 75 ) FERBKBMIEATIBEICERT 5, GRIEEAL)

Calling this function when RPC_API's server program start to use the RPC library.(No secure check)

=4 v R [Sequence]

-13- © TOYOTA MOTOR CORPORATION



sd 4 —/SEBEBABL) / Start server('2) |

server :
serviceA

RPC_ERR_Fatal: 2%#& T (FATAL) /error(FATAL)

-2)
librpcitlibcommon®REY EZBE TS

librpc will ignore the return value of libcommon.

0: IE® /success
-1: BE /othersierror

3 common_lib.

1.1: CL_MonitorlInit()

crpc_library

\
| \
| \
| \
1: RPC_START_SERVER() ‘
| -

ke — —

< -

T
\

) N S

RPC_OK: IEB# T /success

—_—————

d1— R4 —2Arpc_library_StartRPC_003/use-case rpc_library_StartRPC_003]

BLE [Overview]

RPC-APID Y 54T N OS5 LNRPCSA 75 ) ERHMBNEAEITIBEICHERT 3.

Calling this function when RPC_API's client program start to use the RPC library.

¥ —4 v R [Sequence]

sd 2547 28 / Start client )

client :
serviced

| 1: RPC_START CLIENT()

crpc_library

RPC_OK: IE##T /success

RPC_ERR_Fatal: E¥# T (FATAL) /error(FATAL)
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11— R r—Arpc_library_SetAPITimeout_001 [use-case rpc_library_SetAPltimeout_001]

BEE [Overview]
G —/RDAPBLIEEED & 1 LT ™ NEERIDRE.

Setting the timeout's seconds about processing the server's API.

=4 v R [Sequence]

sd % 1 L7 7FEEOFRE Set the timeout's seconds )

server : serw‘c. rpc_library

i
|
alt : ZP&r /secure cthzck ) i
[% L /nal i |
ref
H—sViEEN(SEEL 4 L) / Start server
1
| |
[ [HY fmeed] H Ir __________
| !
ref
H—siEE(FRELH V) ) / Start secure server

1. RPC set API timeout()

e

[}
I

1
RPC_OK: IEE# T /success
| |RPC_ERR_Configuration: 3% % &4
' /argument's wvalue is out of range
RPC_ERR Fatal: Fatalx 5 — /Fatal error

1—R/r—Rrpc_library_RegistAndGetCredential_001[use-case
rpc_library_RegistAndGetCredential_001]

BEE [Overview]
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RPCH —/\H'Z (T ANFEERUID, GID'Y) R b & &% T 3,

RPC server regist the UID,GID which can be received.

o —4 v R [Sequence]

sd FEAFER(UID, GID)m =43/ Regist the credential(lUID, GID) )

server : servic rpc_library

ref

H—/EREN(EEAL & Y ) / Start secure server

| 1. RPC regist credential() |

RPC_ERR_Fatal: 1) & b &8sk / list register

|
[ |
RPC_OK: 1) 2 + E&52T /st register success |
failed !

a1—R/r—Arpc_library_RegistAndGetCredential_002/use-case
rpc_library_RegistAndGetCredential_002]

BEE [Overview]
EERAPIERTY 54 7 ¥ h ORIEEHUID, GID)EBIET 3,

Get the client(which called the running API) credential information(UID,GID) .

o —4 v R [Sequence]
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sd FEFHER(UID, GID)mERE/ Get the client'credential(UID,GID) )

server | serv. rpc_library

ref

H— s EEE(ZEAH 1) ) [ Start secure server

| 1. RPC get client credential() |

< _________________________

L1 1
| RPC_OK: sRal &3NSR T /Get the credential
| information(UID,GID) success

RPC ERR Fatal: SRaIFHRENS L8 /Get the credential
| information({WD,GID) failed

a1—R/r—2Arpc_library_GetServerStatus_001 [use-case rpc_library_GetServerStatus_001]

BEZE [Overview]

RPCH — N DOEEREZIRT,

Return the server's current status.

& —4r VR [Sequence]
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sd RPCH—/ o E{EIREERESTE / Get the RPC server's status )

rpc_library

ref

254 7F | E2E / Start client

| 1. RPC is server ready()

RPC_CK: #h{Erh /Server is ready |
RPC_ERR_No_Response: #—/vAHEI{EL Turdus
/Server is not ready

11— R r— Arpc_library_CallAndProcessAPI_001 [use-case rpc_library_CallAndProcessAPI_
001]

BEE [Overview]
L5 EED., ZITRYAIOARICE > TEHRICERLL T, AvE—IUNRNy 7 7ICFEDIAL,

Collect variable arguments, convert them to a format that matches the receiver's specification, and stuff them into the message buffer.

=4 v R [Sequence]
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sd ¥—4 )47 [Marshall arguments)

: servic&u.

trpe_library

1: RPC_marshall_arguments()

1
—| Y= ) JBODCFF  /Thereturn’ character
| string
I

31— R r—Arpc_library_CallAndProcessAPI_002[use-case rpc_library_CallAndProcessAPI_
002]

BEE [Overview]
I—=Yv YV TRAXAE) 2BRT %,

Free the memory malloced by mashall the arguments.

=5 v X [Sequence]
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sdv—v o THEAT DM / Free the memory malloced in marshall)

i serviceA crpc_library

ref

Y—v ) IMashall arguments

1: RPC_marshall_free()

a1— R4 —Arpc_library_CallAndProcessAPI_003/use-case rpc_library_CallAndProcessAPI_
003]

BEE [Overview]

AAXFIDHESINTWVWE 74—y MIEHLTVWEINEI DM EHRT 5,

o=V R [Sequence]
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sd Demarshall arguments)

:servicﬁ. irpc_library

ref

< —3i4) 4 /Mashall arguments

1: RPC_demarshall_arguments()

1.1: RPC_demarshall_arguments()

Z— Jerrbr

:IERHET Asuccess T
T

a1—R/r—2Arpc_library_CallAndProcessAPI_004[use-case rpc_library_CallAndProcessAPI_
004]

BEE [Overview]
APIO—IVEEITT (7 Z4 7> M,

Call the server's API call(call by client).

¥ —r v X [Sequence]
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sd APIO— LD 1T / Call the server's APu

client :ser\ric. crpc_library

ref

24T NEEE) / Start client

ref

¥—%) 4 /mashall arguments

|
! 1: RPC_API_call() |

RPC_OK :IEE# T /success N
RPC_ERR_No_Response : BEADMELW /no response

RPC_ERR_Timeout : APIEE#IO— LB 91 LTF I 7= / timeout

RPC_ERR_Busy : APIO— LM Fa—&H.ah [/ APl call's queue is overflow
RPC_ERR_API|_Error :APIRSEA T —%3RL 7= /AP| returns error
RPC_ERR_AP|_Fatal : APIES# A Fatal TS —%3& | 7= /AP| returns Fatal
RPC_ERR_Fatal : Fatal TZ>— /Fatal error

|
|
|
|
|
|
&Eg ERR_Configuration :E8ME EXRE T~ %X /Configuration is error |
|

|

|

|

|

ERR_Server_Deadlock : RRCH—s{h'F v Ow4 /RPC server is deadlock
RPC_ERR_Server_Finish : RRCH —7 Ot AD#E T /RPC server process is closed
RPC_ERR_Reject_connect : RPRCH —/RIZiBERFF TS TWL L /RPC server
rejects the connection

——— — e — — — — ]

2: RPC_free_return_string()

I
RE2XFFIAE DRI /Free the return string 151

a1—R/r—Arpc_library_CallAndProcessAPI_005/use-case rpc_library_CallAndProcessAPI_
005]

BLE [Overview]

APIT—ILERDBEHEDDHDFDERET 3,
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Get the FD which can use to judge whether the API call's request comes.

& —r v R [Sequence]

sd FDER#E / Get FD )

server ; SEI s rpc_library

| |
| |
alt @ /L /secure check ) | |
| |

[% L /no]
ref

t—/EEEN(ZEAL A L) / Start server

|
|
[& 0 /need] | |
|

ref

t—/ R2E (AL H Y ) [ Start secure server

1: RPC_get_fd()

1
RPC_OK: IEE# T /success
RPC_ERR Fatal: EE# 7(FATAL) ferror(FATAL)

d1— R4 —Arpc_library_CallAndProcessAPI_006[use-case rpc_library_CallAndProcessAPI_
006]

BEE [Overview]

APIO— VAL A ETT %,

Process the API call's request.

=4V R [Sequence]
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sdAPIZ— LD / Process the API call ]

server : crpc_library : comman_libr
serviceA
|
| |
| |
1
APIO— I DEERABIETNT. /Recieved the AP call's request

1: RPC_process_AP|_request()

y___|

1.1: RPC_dispatch_func_t()
T
|
APIT3— LD F 4R/ FFEEH [ the dispatch function for API call
H—/\EBEBFIZEEF TS /registered when starting the server
]
RPC_OK: IE## T /success
1.1.1: RPC_demarshall_arguments() Fh L4 Fatal T — /Fatal error
°3 J 2 .
777777777777777777777777777777 H BIHEBRIEOMFE  /thereturn’ character string

-3
0:ERMET /success
1. T5— /error

-4
librpcitlibcommon @ RY B HIE TS
librpc will ignore the return value of libcommen.

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

&y |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

1.2: CL_MonitorSetEntry()

a1—R/r—Arpc_library_CallAndProcessAPI_007 [use-case rpc_library_CallAndProcessAPI_
007]

%2 [Overview]
APIO—IL D ThbN=IZ4T7 Y NDT7 74V A, BEA. T8 RUI—IL LZAPIEEE = ZITIY EBEE1T.

Record the client's filename,function name,line and apiname when running the API call.

> —4r > X [Sequence]
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sd APla— )L ALEn 0 $ /Record the AP calllog)

client : ser\.ﬂ" crpc_library

ref

APla—LmE{7 / Call the server's AP|

opt : DBG_ENABLE: )

1: RPC record dbg log()

(%4 ¢ /defined] |

1—R 4 —2Arpc_library_EndRPC_001 [use-case rpc_library_End_RPC_001]

BEE [Overview]
F—=TFV LYy bDIO—X, XEVEBGERTUIEEITS,

Process the end request(Close the opened sorket,release the memory etc.)

>—4ir > X [Sequence]
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SARPCS 175 ) A T U8/ RPC lbrary end J

[#—sifserver]

b serw’cel »rpc_library

\ [

| |

\ |

| |

ot ERE/caler ) ; :
[25 47t /clent] | |

ref
234 F >+ EH/ Start client
|
___________________________________________________________ b

alt ; B3I /secure check )

[%L /no]

ref

[& 4 /need] |

H#—\F2EN(ZREL & 1) ) / Start secure server

1: RPC_end()

a1—R/r—Arpc_library_End_RPC_002[use-case rpc_library_End_RPC_002]

#EZE [Overview]

7O ARTRPCEERICER LV Y N7 71 ILEHIKRT 3,

Delete the sorket file which maked for RPC communication in the process.

> —4r > X [Sequence]
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sd 7 ot 2 TROMEE|cleanup/ force to clean up when process is over )

: serviceA

s rpc_library

alt : B/ caler

[# %47 /client]

ref

2547 i / Start client

[#—a/server]

alt : $BEL /secure check )

[#% L /nol

ref

—GEEN(FAL 4 L) / Start server

[&4) /need]

ref

#—EE(FALSH ) / Start secure server

1: RPC end all()
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